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FIG. 15
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COMMUNICATION SYSTEM, CONTROL
DEVICE, COMMUNICATION METHOD, AND
PROGRAM

REFERENCE TO RELATED APPLICATION

This application is based upon and claims the benefit of the
priority of Japanese patent application No. 2011-115104,
filed on May 23, 2011, the disclosure of which is incorporated
herein in its entirety by reference thereto. This invention
relates to a communication system, a control device (control
apparatus), a quarantine method (communication method),
and a computer program, and in particular to a communica-
tion system, a control device (control apparatus), a commu-
nication method, and a computer program for performing
access control by controlling a forwarding node.

BACKGROUND ART

Recently, many companies have been introducing quaran-
tine systems for in-company networks. A quarantine system
is a mechanism by which a computer that is trying to connect
to an in-company network is temporarily connected to a test
network, a check for infection by computer viruses or a secu-
rity check of software installed in the computer is performed,
and confirmation is made that there is no problem, before
allowing connection to the in-company network. In establish-
ing the quarantine system, in general a method is used where
a combination is made with a user authentication device or
terminal authentication device, and a computer is connected
to the in-company network and test network in accordance
with the outcome of the authentication. Furthermore, a
VLAN (Virtual Local Area Network) is often used for distin-
guishing between an in-company network and a test network.
A VLAN relates to technology for building a logical network
that does not depend on the physical structure of the network.

Cited Publication 1 discloses a network connection control
system in which, when a computer tries to connect to a net-
work, resource information of the computer is collected and a
check is made as to whether or not a policy for connecting to
the network is satisfied, before allowing only a computer that
satisfies the policy to connect to the network.

Furthermore, Cited Publication 2 discloses a system inside
a private network that includes a plurality of registered com-
pany networks, and is provided with processing nodes con-
figured so that only allowed inbound messages (inbound mes-
sages transmitted by one or more authenticated message
forwarding nodes) are transmitted to a registered company
network, and a control node configured so as to maintain
registration of a plurality of message forwarding nodes
related to a company network.

In recent years, technology known as OpenFlow has been
proposed (refer to Patent Literature 3, and Non Patent Litera-
tures 1 and 2). In OpenFlow, communication is treated as
end-to-end flow, and path control, recovery from failure, load
balancing, and optimization are performed in flow units. An
OpenFlow switch as specified in Non Patent Literature 2 is
provided with a secure channel for communication with an
OpenFlow controller positioned as a control device, and oper-
ates according to a flow table in which appropriate addition or
rewriting is instructed by the OpenFlow controller. In the flow
table are definitions of sets of matching rules (Header fields)
for collation with packet headers, flow statistical information
(Counters), and actions (Actions) defining processing con-
tent, for each flow (refer to FIG. 16).

For example, when an OpenFlow switch receives a packet,
an entry is searched for that has a matching rule (refer to
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2

header field in FIG. 16) that matches header information of
the received packet, from the flow table. As a result of the
search, in a case where an entry matching the received packet
is found, the OpenFlow switch updates the flow statistical
information (Counters) and also implements processing con-
tent (packet transmission from a specified port, flooding,
dropping, and the like) described in an Actions field of the
entry in question, for the received packet. On the other hand,
as aresult of the search, in a case where an entry matching the
received packet is not found, the OpenFlow switch transmits
the received packet to the OpenFlow controller via a secure
channel, requests determination of a path of the packet based
on source and destination of the received packet, receives a
flow entry realizing this, and updates the flow table. In this
way, the OpenFlow switch uses the entry stored in the flow
table as a processing rule (packet handling operation) to per-
form packet forwarding.

CITATION LIST
Patent Literature

[Patent Literature 1] Japanese Patent Kokai Publication No.
JP2005-346183A

[Patent Literature 2] Japanese Patent Kohyo Publication No.
JP2009-515426A

[Patent Literature 3] International Publication No. WO2008/
095010A1

Non Patent Literature

[Non Patent Literature 1]

Nick McKeown, and 7 others, “OpenFlow: Enabling Innova-
tion in Campus Networks”, [online] [search conducted
May 16, 2011] Internet URL: http://www.open-
flowswitch.org/doeuments/openflow-wp-latest.pdf

[Non Patent Literature 2]

“OpenFlow: Switch Specification” Version 1.0.0. (Wire Pro-
tocol 0x01), [search conducted May 16, 2011] Internet
URL: http://www.openflowswitch.org/documents/open-
flow-spec-v1.0.0.pdf

SUMMARY OF INVENTION
Technical Problem

The entire disclosures of the abovementioned Patent Lit-
eratures 1, 2 and 3 and Non Patent Literatures 1 and 2 are
incorporated herein by reference thereto. In a network con-
nection control system of Patent Literature 1, however, there
is a problem in that a user who is using a computer cannot
connect at all to a network until checking of resource infor-
mation of the computer is completed, or, in a case where it is
once judged that a network connection condition is not satis-
fied, there is a problem in that a cut-off state is maintained.
Furthermore, the system of Patent Literature 2 also merely
performs filtering or similar with regard to messages such as
electronic mail based on a filtering policy defined in a policy
for each user, and does not disclose a mechanism for perform-
ing access restriction based on a quarantine result or the like.

Patent Literature 3 and Non Patent Literatures 1 and 2 also
do not describe performing quarantine processing, or, based
on a result thereof, performing control to isolate a certain
flow.

It is an object thereof to provide a communication system,
a control device (control apparatus), a quarantine method
(communication method), and a program, for performing
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stepwise access control using isolation levels indicating a
user accessible range or a user non-accessible range.

Solution to Problem

According to a first aspect there is provided a communica-
tion system, comprising: an information acquisition unit that
acquires information for determining an isolation level to
which a user terminal belongs, from the user terminal; an
isolation level determination unit that determines an isolation
level to which the user terminal belongs, based on the
acquired information; an isolation level information storage
unit that defines whether or not access is possible to respec-
tive access destinations for each isolation level; an access
control unit that causes a forwarding node(s) to implement
forwarding or dropping of a packet, in accordance with
whether or not access is possible to the respective access
destinations; and a forwarding node(s) that forwards a packet
in accordance with control of the access control unit.

According to a second aspect there is provided a control
device (control apparatus), adapted to be disposed in a com-
munication system including an information acquisition unit
that acquires information for determining an isolation level to
which a user terminal belongs, from the user terminal, and a
forwarding node that forwards a packet in accordance with
control of the control device (control apparatus), the control
device (control apparatus) comprising: an isolation level
determination unit that determines an isolation level to which
the user terminal belongs, based on information acquired in
the information acquisition unit; an isolation level informa-
tion storage unit that defines whether or not access is possible
to respective access destinations for each of the isolation
levels; and an access control unit that causes a forwarding
node(s) to implement forwarding or dropping of a packet, in
accordance with whether or not access is possible to the
respective access destinations.

According to a third aspect there is provided a communi-
cation method, comprising: a step of acquiring information
for determining an isolation level to which a user terminal
belongs, from the user terminal; a step of determining an
isolation level to which the user terminal belongs, based on
the acquired information; and a step of referring to isolation
level information defining whether or not access is possible to
respective access destinations, for each of the isolation levels,
and causing a forwarding node(s) to implement forwarding or
dropping of a packet, in accordance with whether or not
access is possible to the respective access destinations. The
present method is linked with a specific apparatus, known as
a control device control apparatus) that controls the forward-
ing node.

According to a fourth aspect there is provided a computer
program that executes in a computer disposed in a commu-
nication system including an information acquisition unit that
acquires information for determining an isolation level to
which a user terminal belongs, from the user terminal, and a
forwarding node(s) that forwards a packet in accordance with
control of a control device (control apparatus): the program
executing a process of determining an isolation level to which
the user terminal belongs, based on the information acquired
in the information acquisition unit; and a process of referring
to isolation level information defining whether or not access
is possible to respective access destinations, for each of the
isolation levels, and causing a forwarding node(s) to imple-
ment forwarding or dropping of a packet, in accordance with
whether or not access is possible to the respective access
destinations. It is to be noted that that this program can be
recorded on a computer-readable storage medium which may
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4

be non-transient. That is, the present invention can be embod-
ied as a computer program product.

The meritorious effects of the present invention are sum-
marized as follows. According to the present invention it is
possible to realize stepwise access control using isolation
levels.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a diagram for describing an outline of an exem-
plary embodiment of the present disclosure;

FIG. 2 is a diagram representing a configuration of a com-
munication system of a first exemplary embodiment of the
disclosure;

FIG. 3 is an example of authentication information held in
an authentication device of the first exemplary embodiment
of the disclosure;

FIG. 4 is an example of communication policy information
stored in a communication policy storage unit of the first
exemplary embodiment of the disclosure;

FIG. 5 is an example of resource information stored in a
resource information storage unit of the first exemplary
embodiment of the disclosure;

FIG. 6 is an example of a communication policy commu-
nicated to a control device from a policy management device
of the first exemplary embodiment of the disclosure;

FIG. 7 is a block diagram representing a detailed configu-
ration of a control device of the first exemplary embodiment
of the disclosure;

FIG. 8 is a descriptive diagram showing an example of
isolation level information stored in an isolation level infor-
mation storage unit of the first exemplary embodiment of the
disclosure;

FIG. 9 is a diagram for describing correction processing for
a communication policy in an isolation level determination
unit of the first exemplary embodiment of the disclosure;

FIG. 10 is a diagram for describing a process of determin-
ing whether or not access is possible among users using an
isolation level of the first exemplary embodiment of the dis-
closure;

FIG. 11 is a sequence diagram representing a sequence of
operations of the first exemplary embodiment of the disclo-
sure;

FIG. 12 is a diagram representing a configuration of an
access control system of a second exemplary embodiment of
the disclosure;

FIG. 13 is a sequence diagram representing a sequence of
operations of the second exemplary embodiment of the dis-
closure;

FIG. 14 is a diagram representing a configuration of an
access control system of a third exemplary embodiment of the
disclosure;

FIG. 15 is a sequence diagram representing a sequence of
operations of the third exemplary embodiment of the disclo-
sure; and

FIG. 16 is a diagram representing a configuration of a flow
entry described in Non Patent Literature 2.

DESCRIPTION OF EMBODIMENTS

First a description is given of an outline of an exemplary
embodiment of the present disclosure, making reference to
the drawings. As shown in FIG. 1, the disclosure can be
realized by a configuration including a forwarding node 200
disposed between a user terminal 100 and a network resource
500, and a control device 400 for controlling the forwarding
node 200. It is to be noted that reference signs to drawings
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appended in this outline are added for convenience to respec-
tive elements as an example in order to aid understanding and
are not intended to limit the disclosure to modes shown in the
drawings.

More specifically, the user terminal 100 is provided with an
information acquisition unit 110a that acquires information
for determining an isolation level to which the user terminal
belongs, and transmits information to the control device 400.
Itis to be noted that in the example in FIG. 1, the user terminal
100 is provided with the information acquisition unit 110aq,
but it is also possible to use a configuration in which a server
for performing information acquisition processing interac-
tively with the user terminal 100 is provided separately.

Furthermore, the control device 400 is configured to
include an isolation level determination unit 410 that deter-
mines an isolation level to which the user terminal belongs,
based on information transmitted from the information acqui-
sition unit 110a, an isolation level information storage unit
420 that defines whether or not access is possible to respective
access destinations for each isolation level, and an access
control unit 430 that causes a forwarding node to implement
forwarding or dropping of a packet in accordance with
whether or not access is possible to the respective access
destinations as determined by the isolation level information
storage unit 420.

The information acquisition unit 110a of the user terminal
100 executes a process of acquiring information for determin-
ing the isolation level to which the user terminal belongs, at
prescribed timing such as when a connection is made to a
network or the like, and notifies a result thereof to the control
device 400 ((1) isolation level determination information in
FIG. 1).

The control device 400 determines the isolation level to
which (a user of) the user terminal 100 belongs, based on the
information. Furthermore, the control device 400 reads infor-
mation (refer to FIG. 8) as to whether or not access is possible
to respective access destinations corresponding to the deter-
mined isolation level, from the isolation level information
storage unit 420, and controls the forwarding node 200 to
allow or deny access to the network resource 500 ((2) access
control in FIG. 1).

By arranging as above, it is possible to perform stepwise
access control based on the isolation level. For example, at a
certain point in time, in the user terminal 100 which has been
denied access due to not satisfying a condition required by an
access destination, uninstalling an application program (re-
ferred to below as “application”), applying the latest patch to
the application, updating a virus definition file, scanning of'a
system by a virus definition file and the like are implemented.
Inthis way, in a case where a condition required by the access
destination becomes is by the user terminal in question, it is
possible to change the isolation level and to allow access to
the access destination thereafter. Conversely, for example, at
a certain point in time, in a case where the user terminal 100
that is allowed access to a certain access destination no longer
satisfies a condition required by the access destination, it is
possible to change the isolation level in the control device 400
and to deny access to the access destination thereafter.

In addition, the isolation level determined in this way can
also be used as information for determining whether or not
access is possible between users, as shown in FIG. 10. A
detailed description is given in a first exemplary embodiment
with regard to this point.

First Exemplary Embodiment

Next, a detailed description is given concerning a first
exemplary embodiment of the present disclosure, making
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reference to the drawings. FIG. 2 is a diagram representing a
configuration of a communication system of the first exem-
plary embodiment of the disclosure. Referring to FIG. 2, a
configuration is shown that includes a plurality of forwarding
nodes 201 to 204, a control device 400 for setting a processing
rule (packet handling operation) in the forwarding nodes, a
policy management device 300 for notifying a communica-
tion policy to the control device 400, and an authentication
device 330 for providing authentication information indicat-
ing an authentication result to the policy management device
300.

The forwarding nodes 201 to 204 are switching devices for
processing a received packet in accordance with a processing
rule (packet handling operation) that associates a matching
rule matching the received packet and processing content to
be applied to the packet that conforms to the matching rule.
OpenFlow switches of Non Patent Literature 2, which operate
a flow entry shown in FIG. 16 as a processing rule (packet
handling operation), can be used as these forwarding nodes
201 to 204.

Furthermore, network resources 500A and 500B are con-
nected to the forwarding node 204 and a user terminal 100 can
communicate with the network resources 500A and 500B via
the forwarding nodes 201 to 204. In the following exemplary
embodiment, the network resource 500A and the network
resource 500B each belong to different resource groups, and
resource_group_ 0001 and resource_group 0002 are
assigned as respective resource group [Ds.

The authentication device 330 is an authentication server
or the like, for performing a user authentication procedure
with the user terminal 100, using a password or biometric
authentication information. The authentication device 330
transmits authentication information indicating a result of the
user authentication procedure with the user terminal 100 to
the policy management device 300. Furthermore, in a case of
success in authentication of the user terminal in a result of the
authentication procedure with the user terminal 100, the
authentication device 330 instructs the user terminal 100 to
execute quarantine processing of this user terminal.

FIG. 3 is an example of authentication information held in
the authentication device 330 in the present exemplary
embodiment. For example, in a case of successful authenti-
cation of a user whose user ID is userl, the authentication
device 330 transmits an entry for userl of attributes: user1, IP
address: 192.168.100.1, MAC address: 00-00-00-44-55-66,
and role ID: role_ 0001 and role_ 0002, as authentication
information to the policy management device 300. In the
same way, in a case of successful authentication of a user
whose user ID is user2, it transmits an entry for user2 of
attributes: user2, IP address: 192.168.100.2, MAC address:
00-00-00-77-88-99, and role 1D: role__ 0002, as authentica-
tion information to the policy management device 300.

It is to be noted that the authentication information is not
limited to the example in FIG. 3, and may be information that
enables determination of communication policy assigned to a
user by the policy management device 300. For example, it is
possible to use the user ID of a user for whom authentication
has succeeded, role ID derived from the user ID, address 1D
such as a MAC address or the like, location information ofthe
user terminal 100, or a combination of these, as the authenti-
cation information. Clearly, information of a user for whom
authentication has failed may be transmitted to the policy
management device 300 as authentication information, and
the policy management device 300 may transmit to the con-
trol device 400 a communication policy restricting access
from the user in question.
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The policy management device 300 is connected to a com-
munication policy storage unit 310 and a resource informa-
tion storage unit 320, and is a device for determining a com-
munication policy corresponding to authentication
information received from the authentication device 330 to be
transmitted to the control device 400.

FIG. 4 is an example of communication policy information
stored in the communication policy storage unit 310. The
example in FIG. 4 shows resource group ID assigned to a
group of resources, and communication policy information
setting access rights, for each role distinguished by the role
ID. For example, a user having the role ID: role_ 0001 is
allowed access to two resource groups having resource group
IDs: resource_group_ 0001 and resource_group 0002. On
the other hand, a user having the role ID: role 0002 is denied
access to the resource group ID: resource_group 0001 but is
allowed access to resource_group_ 0002.

FIG. 5 is an example of resource information stored in the
resource information storage unit 320. The example in FIG. 5
has content associating resource IDs of resources belonging
to the abovementioned resource group IDs and detailed
attributes thereof. For example, in a group specified by the
resource group ID: resource_group 0001, the resources:
resource__0001, resource_ 0002, and resource_ 0003 are
included, and it is possible to identify respective IP addresses,
MAC addresses, and port numbers used for services.

Referring to the communication policy information and the
resource information as described above, the policy manage-
ment device 300 determines a communication policy for a
user who has received authentication by the authentication
device 330, and gives notification to the control device 400.
For example, by a role ID included in authentication infor-
mation received from the authentication device 330, it is
possible to specify aresource group ID attached to the role ID
in question and the content of access rights thereof, from the
policy information in FIG. 4. Using information of resources
belonging to the resource group ID from the resource infor-
mation in FIG. 5, the communication policy is created.

FIG. 6 shows communication policy applicable to a user
having the user ID: user] created from the information shown
inFI1G. 3, FIG. 4, and FI1G. 5. Attribute information of the user
ID: userl in the authentication information in FIG. 3 is set in
a source field in FIG. 6. Based on the content of ID: role
0001 of the policy information in FIG. 4, a resource attribute
extracted from the resource information in FIG. 5 is setin a
destination field. Furthermore, a value that is the same as the
access rights of the role ID: role_ 0001 of the policy infor-
mation in FIG. 4 is set in an access rights field. A service and
port number that are set in the resource attribute field of the
resource information in FIG. 5 are set in the condition (op-
tion) field.

A quarantine agent unit 110 of the user terminal 100 cor-
responds to the information acquisition unit 110a described
above, and when an instruction to execute a quarantine pro-
cess is received from the authentication device 330, the quar-
antine agent unit 110 executes the quarantine process for the
user terminal 100 and transmits a result of the processing
content to an isolation level determination unit 410 of the
control device 400. The quarantine process of the quarantine
agent unit 110 may be, for example, version confirmation of
the operating system (OS) or of a virus definition file for
anti-virus software, an installation state of an application, an
application state of a patch for the OS or application, or a
system scan history using a virus definition file, or the like.
The quarantine process may be the same as processing con-
tent implemented by an already present quarantine system or
software, or other new processing content may be added.
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In the present exemplary embodiment, the quarantine
agent unit 110 is assumed to be installed in the user terminal,
but it is also possible to provide the quarantine agent unit 110
externally to the user terminal as a quarantine agent device or
quarantine server. In this case, with respect to the authentica-
tion device 330, the quarantine agent device or the quarantine
server or the user terminal 110 that receives a request from
these transmits a result of the processing content to the iso-
lation level determination unit 410 of the control device 400.

The control device 400 is a device that uses the above
described type of communication policy transmitted from the
policy management device 300 and a result of quarantine
processing received from the quarantine agent unit 110 of'the
user terminal 100, to determine a network resource that can be
accessed from the user terminal 100, and to control the for-
warding nodes 201 to 204 so that a packet transmitted from
the user terminal 100 reaches the network resource.

FIG. 7 is a block diagram representing a detailed configu-
ration of the control device 400 of the present exemplary
embodiment. Referring to FIG. 7, the control device 400 is
configured by being provided with a node communication
unit 11 that performs communication with the forwarding
nodes 201 to 204, a control message processing unit 12, a
processing rule management unit 13, a processing rule stor-
age unit 14, a forwarding node management unit 15, a path-
action calculation unit 16, a topology management unit 17, a
terminal location management unit 18, a communication
policy management unit 19, a communication policy storage
unit 20, the isolation level determination unit 410, and the
isolation level information storage unit 420. These operate in
the following respective ways.

The control message processing unit 12 analyzes a control
message received from a forwarding node and delivers con-
trol message information to a relevant processing means
inside the control device 400.

The processing rule management unit 13 manages how the
processing rule (packet handling operation) is set and in
which forwarding node. Specifically, a processing rule
(packet handling operation) created by the path-action calcu-
lation unit 16 is registered in the processing rule storage unit
14 and set in a forwarding node, and registration information
of'the processing rule storage unit 14 is updated in response to
a case where a change has occurred in a processing rule
(packet handling operation) set in the forwarding node, by a
processing rule (packet handling operation) deletion notifi-
cation or the like from a processing node.

The forwarding node management unit 15 manages the
capability (for example, the number and type of ports, the
type of actions supported, and the like) of forwarding nodes
controlled by the control device 400.

The topology management unit 17 builds network topol-
ogy information based on connection relationships of the
forwarding nodes 201 to 204 collected via the node commu-
nication unit 11.

The terminal location management unit 18 manages infor-
mation for identifying the location of a user terminal con-
nected to a communication system, and also isolation level
information of respective user terminals determined by the
isolation level determination unit 410. In the present exem-
plary embodiment, a description is given using an IP address
as information for distinguishing a user terminal, and a for-
warding node identifier of a forwarding node to which the
user terminal is connected and information of a port thereof,
as information for identifying the location of the user termi-
nal. Clearly, instead of this information, information provided
by the authentication device 330, for example, may be used to
identify a terminal and its location.
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On receiving the communication policy information from
the policy management device 300, the communication
policy management unit 19 stores the information in the
communication policy storage unit 20, and transmits the
information to the isolation level determination unit 410.

On receiving the communication policy information from
the communication policy management unit 19, the isolation
level determination unit 410 refers to a result of the quaran-
tine process of the user terminal received via the control
message processing unit 12 and the path-action calculation
unit 16, and to the isolation level information stored in the
isolation level information storage unit 420, to perform a
process (a communication policy correction process) of
rewriting content denying access, among access destinations
accessible from the user terminal 100, to access destinations
for which the user terminal in question does not satisfy a
condition requested by respective access destinations, and
then transmits to the path-action calculation unit 16.

FIG. 8 is a descriptive diagram showing an example of the
isolation level information stored in the isolation level infor-
mation storage unit 420. Referring to FIG. 8, for each respec-
tive isolation level, isolation level information is shown, with
an accessible range, namely a resource for which access is
allowed (allowed resource), and a condition satisfying access
to the respective isolation levels, as a set. The isolation level
information storage unit 420 of the present exemplary
embodiment is both a table for determining isolation level
according to a result of a quarantine process and an accessi-
bility table defining whether or not access is possible to
respective access destinations for each isolation level. For
example, a condition for allowing access to isolation level 1 is
“no in-company prohibited application present”, and an
accessible range of isolation level 1 is “public server acces-
sible from outside”. In FIG. 8, to facilitate the description,
access ranges and conditions are described using text, but the
access range may also be described by an IP address or the
like, as shown in a “destination” field in FIG. 6. In a case
where the condition is that no prescribed prohibited applica-
tion (appl, app2, app3) is present in the user terminal 100, for
example, a form that is easily readable by the isolation level
determination unit 410 is described, as in “prohibit=appl,
app2, app3”.

FIG. 9 is a diagram for describing correction processing for
a communication policy in the isolation level determination
unit 410 described above. Referring to FIG. 9, the isolation
level determination unit 410 determines an isolation level
based on a quarantine result of the user terminal transmitted
from the quarantine agent unit 110 of the user terminal 100.
Next, the isolation level determination unit 410 reads content
corresponding to the determined isolation level from the iso-
lation level information storage unit 420 and corrects the
communication policy. That is, the isolation level determina-
tion unit 410 can also calculate a logical product of the iso-
lation level information stored in the isolation level informa-
tion storage unit 420, the quarantine result of the user terminal
transmitted from the quarantine agent unit 110 of the user
terminal 100, and the user communication policy transmitted
from the policy management device 300.

For example, if the logical product of the isolation level
information of FIG. 9, the quarantine result of the user termi-
nal, and the user communication policy is calculated, the
quarantine result for the user terminal satisfies conditions
concerning prohibited applications as defined for isolation
level 1 and isolation level 2, and patch application state, but
since a virus definition file version is not the latest (#1234),
the isolation level for the user is determined to be “2”. If the
user communication policy with “server-C”, which has an
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access range of isolation level 2, and “server-A, server-B”,
which have access ranges of isolation level 1, are compared,
the access rights for server-A is “allow” and for server-B is
“deny”. The access rights value of resource attribute “server-
D” of the user communication policy is “allow”, but since this
is not accessible at the isolation level of the user, the value is
“deny” From the above, the communication range of the user
determined by the communication policy is corrected to
“server-A=allow, server-B=deny, server-C=allow, server-
D=deny”.

The isolation level determination unit 410 transmits the
corrected communication policy and the isolation level of the
user terminal 100 determined in the process of correcting the
communication policy, to the path-action calculation unit 16
that functions as the access control unit 430.

On receiving the corrected communication policy from the
isolation level determination unit 410, the path-action calcu-
lation unit 16, in accordance with the communication policy,
refers to the network topology held in the topology manage-
ment unit 17, and calculates a forwarding path of a packet to
anaccess destination that can be accessed by the user terminal
100, in addition to creating a processing rule (packet handling
operation) realizing packet forwarding following the for-
warding path.

Specifically, based on location information of a communi-
cation terminal managed by the terminal location manage-
ment unit 18 and the network topology information build by
the topology management unit 17, the path-action calculation
unit 16 calculates a forwarding path of the packet to the access
destination that is accessible by the user terminal 100. Next,
the path-action calculation unit 16 obtains port information
and the like of a forwarding node in the forwarding path from
the forwarding node management unit 15, and requests an
action to be executed in the forwarding node in the path for
realizing the calculated forwarding path, and a matching rule
for identitying flow in which the action is to be applied. It is
to be noted that the matching rule can be created using a
source [P address, a destination IP address, a condition (op-
tion) and the like of the communication policy in FIG. 6.
Accordingly, in a case of the first entry of the communication
policy in FIG. 6, for a packet from a source IP address
192.168.100.1 to a destination IP address 192.168.0.1,
respective processing rules (packet handling operations) are
created to determine a forwarding node that is a next hop and
an action for forwarding from ports to which the network
resources S00A and 500B are connected.

Moreover based on the isolation level of the user terminal
100 determined by the isolation level determination unit 410,
the path-action calculation unit 16 of the present exemplary
embodiment allows only access to another user present in an
isolation level that is more relaxed than the isolation level of
the user in question, creates a processing rule (packet han-
dling operation) denying access to other users present in
isolation levels outside of this, and sets these processing rules
(packet handling operations) in the forwarding nodes 201 to
204.

FIG. 10 is a diagram for describing a process of determin-
ing whether or not access is possible among users by the
path-action calculation unit 16. As shown in the table on the
left side in FIG. 10, isolation levels in 5 stages, from isolation
level 1 that is most relaxed as regards security to isolation
level 5 that is strictest as regards security, are set. In the
example in FIG. 10, user A belongs to isolation level 5, users
B and Cbelong to isolation level 3, user D belongs to isolation
level 2, and user E belongs to isolation level 1 (no user
belongs to isolation level 4). A rule is set such that access from
a certain user to a user having an isolation level less than or
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equal to the isolation level of the user in question is allowed,
and access to a user having an isolation level higher than the
user in question is denied.

For example, since user A is at isolation level 5, access
from user A to users B, C, D, and E (isolation levels 1 to 5) is
allowed. Since user B is at isolation level 3, access from user
B to users C, D, and E (isolation levels 1 to 3) is allowed.
Similar determination processing is performed also for
respective users C, D, and E.

In this way, the path-action calculation unit 16 creates a
processing rule (packet handling operation) implementing
whether or not access is possible from the user terminal 100 to
other user terminals. It is to be noted that in the example in
FIG. 10, access to other users belonging to the same isolation
level is allowed, as for user B and user C, but access can also
be denied. For example, in the example in FIG. 10, a rule may
be used in which access from user B to user C who is present
at the same isolation level is allowed, but access from user B
to user C is denied. In addition, the number of isolation levels
and sequence relationships shown in FIG. 10 are merely an
example, and it is possible to add various types of modifica-
tion.

Furthermore, either the processing rule (packet handling
operation) implementing whether or not access is possible
among the users as described above or the processing rule
(packet handling operation) enabling or disenabling access to
the network resources may be set first in a processing node, or
they may be set at the same timing. Furthermore, in the
abovementioned description, the processing rule (packet han-
dling operation) implementing whether or not access is pos-
sible among the users is set, but in a case where an isolation
level is also obtained for other nodes outside of the user
terminals, it is possible to determine whether or not access is
possible in accordance with the isolation level, and to set a
processing rule (packet handling operation) implementing
this.

The control device 400 as described above can also be
realized by adding equivalent functions to the path-action
calculation unit 16 functioning as the isolation level determi-
nation unit 410, the isolation level information storage unit
420, and the access control unit 430, as described above,
based on an OpenFlow controller of Non Patent Literatures 1
and 2.

Further, respective parts (processing means) of the control
device 400 shown in FIG. 7 can be realized by a computer
program that stores the abovementioned respective informa-
tion and executes the respective processes described above in
a computer that configures the control device 400, using
hardware thereof.

Further, the quarantine agent unit 110 shown in FIG. 2 can
be realized by a computer program that stores the abovemen-
tioned respective information and executes the respective
processes described above in a user terminal computer, using
hardware thereof.

Next, a detailed description is given concerning operations
of the present exemplary embodiment, making reference to
the drawings. FIG. 11 is a sequence diagram representing a
sequence of operations of the present exemplary embodi-
ment. Referring to FIG. 11, first, when the user terminal
makes a login request to the authentication device 330, packet
forwarding is performed to the authentication device 330 via
forwarding nodes (S001 in FIG. 11). It is to be noted that a
processing rule (packet handling operation) implementing
communication between the user terminal and the authenti-
cation device 330 may be set in advance, or the control device
400 may perform the setting in response to a request from a
forwarding node.
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When a user authentication procedure for the user terminal
is completed (S002 in FIG. 11), the authentication device 330
requests quarantine information with respect to the quaran-
tine agent unit 110 of the user terminal (S003 in FIG. 11).

On receiving the request for quarantine information from
the authentication device 330, the quarantine agent unit 110
of'the user terminal executes quarantine processing and trans-
mits quarantine information (a result of the quarantine pro-
cessing) for the user terminal to the control device 400 (S004
in FIG. 11).

The authentication device 330 transmits authentication
information to the policy management device 300 (S005 in
FIG. 11).

The policy management device 300 that has received that
authentication information refers to the communication
policy storage unit 310 and the resource information storage
unit 320 to determine a communication policy, based on the
received authentication information (S006 in FIG. 11), and
transmits a result thereof to the control device 400 (S007 in
FIG. 11).

The control device 400 obtains information indicating an
isolation level corresponding to quarantine information for
the user terminal and an access range recognized in the iso-
lation level in question, from the isolation level information
storage unit 420 (S008, S009 in FIG. 11).

The control device 400 performs correction processing
(quarantine determination) of the communication policy
based on the communication policy of the user transmitted
from the policy management device 300 and isolation level
information received from the isolation level information
storage unit 420 (S010 in FIG. 11).

The control device 400 generates processing rules (packet
handling operations) for the user based on the corrected com-
munication policy (S011 in FIG. 11), and sets the processing
rules (packet handling operations) in the forwarding nodes
(8012 in FIG. 11).

Furthermore, the control device 400 determines whether or
not access is possible to other users, based on the isolation
level information of the user terminal determined by the iso-
lation level determination unit 410, generates a correspond-
ing processing rule (packet handling operation) (S013 in FIG.
11), and sets the generated processing rule (packet handling
operation) in the forwarding nodes (S014 in FIG. 11).

Thereafter, when the user terminal transmits a packet to a
forwarding node (S015 in FIG. 11), the forwarding node
performs a determination of packet forwarding in accordance
with the processing rule (packet handling operation) set by
the control device 400 (S016 in FIG. 11). As a result of the
determination, in a case where access to the network resource
is allowed, the forwarding node forwards the packet to the
network resource in question (S017 in FIG. 11). On the other
hand, in a case where access to the network resource is denied
in accordance with the set processing rule (packet handling
operation), the forwarding node drops the packet in question
(not shown in FIG. 11).

In a case where the packet transmitted from the user ter-
minal has a destination of another user terminal, the forward-
ing node refers to the processing rule (packet handling opera-
tion) and similarly performs a determination for packet
forwarding (S016 in FIG. 11). In a case of a packet with a
destination of another user terminal for which access is
allowed, the forwarding node forwards the packet to the user
terminal in question (S017 in FIG. 11). On the other hand, in
a case where access to the destination user terminal is denied
in accordance with the set processing rule (packet handling
operation), the forwarding node drops the packet in question
(not shown in FIG. 11).



US 9,215,237 B2

13

As described above, according to the present exemplary
embodiment, it is possible to realize stepwise access control
between a user terminal and network resources, according,
not only to a pre-set communication policy, but also to an
isolation level determined based on the result of quarantine
processing. Furthermore, in the present exemplary embodi-
ment, access control among users can be realized in combined
fashion.

It is to be noted that when the isolation level determination
unit 410 of the control device 400 performs correction pro-
cessing (quarantine determination processing) of a commu-
nication policy in step S010 in FIG. 11, the accessible range
for a user may be corrected, in order, from a low isolation
level number, and a processing rule (packet handling opera-
tion) may be generated at a point in time when correction of
each isolation level is completed. In this way, the correction
processing (quarantine determination processing) of the com-
munication policy can be speeded up, and a user can access an
isolation level range, namely an accessible range, in a step-
wise manner.

In addition, a network resource providing a required ser-
vice so that a user terminal raises isolation level is preferably
disposed at the isolation level in question. For example, in the
example in FIG. 9, by disposing a server providing a virus
definition file at isolation level 2, the user terminal can obtain
the latest virus definition file (#1234) from the server provid-
ing the virus definition file. If quarantine processing is again
done after updating of the virus definition file, the next time a
determination of isolation level 3 is made. In this way, rather
than excluding access all together from user terminals of a
low isolation level, it is possible to have access to network
resources in a stepwise manner in accordance with progres-
sion of quarantine processing of a user terminal.

Furthermore, a description has been given in which the
quarantine agent unit 110 of the user terminal receives a
request for quarantine information from the authentication
device 330 and transmits quarantine information to the con-
trol terminal 400, but it is also possible to use a configuration
in which the quarantine agent unit 110 executes quarantine
processing periodically and transmits the quarantine informa-
tion to the control device 400. By so doing, it is possible to
rapidly adjust the isolation level or the communication policy,
in accordance with the state of the user terminal after setting
processing rules (packet handling operations).

Second Exemplary Embodiment

Next, a detailed description is given concerning a second
exemplary embodiment of the present disclosure, making
reference to the drawings. FIG. 12 is a diagram representing
a configuration of a communication system of the second
exemplary embodiment of the disclosure. A point of differ-
ence from the configuration shown in FIG. 2 is that a terminal
access control unit 600 controlling whether or not a packet
can be transmitted is added to a user terminal 100A. Since the
configuration otherwise is equivalent to the description in
FIG. 2 and the first exemplary embodiment, the description
below is centered on points of difference.

The terminal access control unit 600 receives a corrected
communication policy or isolation level information of a
plurality of user terminals including isolation level of the user
terminal 100 A determined by an isolation level determination
unit 410 of a control device 400; creates processing rules
(packet handling operations) allowing or denying transmis-
sion of a packet transmitted by the user terminal 100A; and
implements access control of a user terminal by these pro-
cessing rules (packet handling operations).
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Here, the terminal access control unit 600 may be realized
as a function of a quarantine agent unit 110. In addition, the
control device 400 may create a processing rule (packet han-
dling operation), and the terminal access control unit 600 may
implement only access control according to a processing rule
(packet handling operation) created by the control device
400.

Next, a description is given concerning operation of the
second exemplary embodiment described above. FIG. 13 is a
sequence diagram representing a sequence of operations of
the second exemplary embodiment of the present disclosure.
Operations from a user terminal making a login request to an
authentication device 330 (S101 in FIG. 13) to the control
device 400 performing correction processing (quarantine
determination processing) of a communication policy (S110
in FIG. 13) are similar to the first exemplary embodiment, and
s0 a description is omitted.

In the present exemplary embodiment, after performing
correction processing (quarantine determination processing)
of'a communication policy, the control device 400 transmits
the corrected communication policy or isolation level infor-
mation of a plurality of user terminals including isolation
level of the user terminal in question, to the terminal access
control unit 600 of the user terminal 100A (S111 in FIG. 13).

The terminal access control unit 600 of the user terminal
100A creates a processing rule (packet handling operation)
allowing or denying packet transmission to another node
from the user terminal 100, based on the corrected commu-
nication policy or respective isolation level information
received from the control device 400 (S112 in FI1G. 13). Here,
a method in which, when a processing rule (packet handling
operation) is created to allow or deny access among respec-
tive user terminals, the terminal access control unit 600 deter-
mines whether or not to access is possible among respective
users and creates a processing rule (packet handling opera-
tion), is similar to the first exemplary embodiment.

A processing rule (packet handling operation) used by the
terminal access control unit 600 of the user terminal 100A
may be the same as one held in a forwarding node, or packet
filtering technology as in iptables may be used instead of this
type of processing rule (packet handling operation).

Furthermore, the terminal access control unit 600 can also
apply a processing rule (packet handling operation) allowing
or denying forwarding of a packet, with respect to a physical
NIC (Network Interface Card) inside the user terminal 100A;
application is also possible with regard to virtual NICs held
by respective VMs (Virtual Machines) operating inside the
user terminal 100A; and application is also possible with
respect to plural virtual switches operating inside the user
terminal 100A. In this way, the terminal access control unit
600 can freely designate a place to execute access control
inside the user terminal 100A.

As described above, according to the present exemplary
embodiment, in addition to effects of the abovementioned
first exemplary embodiment, it is possible to inhibit transmis-
sion of a packet to a destination that the user terminal 100A
cannot access, and to reduce load on a forwarding node.

Third Exemplary Embodiment

Next, a detailed description is given concerning a third
exemplary embodiment of the present disclosure, making
reference to the drawings. FIG. 14 is a diagram representing
a configuration of a communication system of the third exem-
plary embodiment of the disclosure. Points of difference from
the configuration shown in FIG. 2 are the point that an action
monitoring unit 700 that monitors actions of a user terminal is
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provided instead of a quarantine agent unit 110, in a user
terminal 100B, and the point that action of an isolation level
determination unit 410 inside the control device 400 is
changed. Since the configuration otherwise is equivalent to
the description in FIG. 2 and the first exemplary embodiment,
the description below is centered on points of difference.

The action monitoring unit 700 monitors actions of a user
terminal and transmits action information that is a result
thereof, to the isolation level determination unit 410 of the
control device 400. The place (location) where the user ter-
minal 100B exists, or time, or history of access to a Website or
database, or history of usage of an application inside the user
terminal 100B, may be cited as the action information.

In addition, in the present exemplary embodiment, an iso-
lation level information storage unit 420 stores isolation level
information, in which location information of where access is
allowed (or location information of where access is denied) is
set, in a condition field (refer to FIG. 8) of respective isolation
level information shown in the first and second exemplary
embodiments of the present disclosure. For example, in an
example in FIG. 8, in a public server that is accessible from
outside, in isolation level 1, access from a user terminal is
allowed under a condition that prescribed forbidden applica-
tions are not present, but in the present exemplary embodi-
ment, location information for allowed access (for example,
“Tokyo”, or the like) is set.

In the present exemplary embodiment below, to facilitate
the explanation, a description is given concerning operations
in a case of using information of locations (location informa-
tion) where a user terminal is present. This type of action
monitoring unit 700 can be configured from a GPS (Global
Positioning System) device or the like. Furthermore, quaran-
tine information of a user terminal described in the first and
second exemplary embodiments of the present disclosure
may be included as one item of the action information of the
user terminal.

FIG. 15 is a sequence diagram representing a sequence of
operations of the present exemplary embodiment. When the
user terminal makes a login request to an authentication
device 330, operations as far as transmitting a packet to the
authentication device 330 (S201 in FIG. 15) and the authen-
tication device 330 performing user authentication (5202 in
FIG. 15) are similar to the first exemplary embodiment, and
descriptions are omitted.

After completing user authentication processing, the
authentication device 330 makes a request for action infor-
mation with respect to the action monitoring unit 700 of the
user terminal (S203 in FIG. 15). On receiving the request for
action information from the authentication device 330, the
action monitoring unit 700 of the user terminal transmits
action information to the control device 400 (S204 in FIG.
15), for example, that the location where the user terminal is
logged in is “Tokyo”. Normally, location information such as
GPS and the like is coordinate information configured by
latitude and longitude, but to facilitate the description here, a
place name is used. It is to be noted that by using coordinate
information a device and process to calculate the place name
can be easily implemented.

On receiving authentication information from the authen-
tication device 330 (S205 in FIG. 15), a policy management
device 300, similar to the first exemplary embodiment, refers
to a communication policy storage unit 310 and a resource
information storage unit 320, based on the received authen-
tication information, to determine a communication policy
(8206 in FIG. 15) and to transmit the communication policy
to the control device 400 (S207 in FIG. 15).
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Next, the control device 400 obtains information indicating
an isolation level corresponding to action information
received from the action monitoring unit 700 of the user
terminal 100B and an access range recognized in the isolation
level in question, from the isolation level information storage
unit 420 (S208, S209 in FIG. 11).

Next, the isolation level determination unit 410 of the
control device 400 corrects the communication policy based
on action information received from the action monitoring
unit 700 of the user terminal 100B and isolation level infor-
mation transmitted from the isolation level information stor-
age unit 420 (5210 in FIG. 15). For example, determination is
performed for isolation levels, such as enabling access to a
network of “isolation level 5” when the action information of
the user terminal 100B is “Tokyo”, enabling access to a net-
work of “isolation level 3” when the action information of the
user terminal 100B is “Osaka”, and the like, and an access
range indicated in the communication policy is corrected.
With regard to the method of correcting communication
policy according to isolation level, it is possible to use the
same method (refer to FIG. 8 and FIG. 9) of correcting a
communication policy shown in the first and second exem-
plary embodiments of the present disclosure.

Thereafter, the control device 400 generates processing
rules (packet handling operations) for between the user ter-
minal 100B and a network resource (S211 in FIG. 15) based
on an isolation level determined by the isolation level deter-
mination unit 410, and sets these processing rules (packet
handling operations) in a forwarding node (S212 in FIG. 15).

Furthermore, similar to the first exemplary embodiment
described above, the control device 400 creates processing
rules (packet handling Operations) implementing enabling or
disenabling access to user terminals (S213 in FIG. 15) and
sets these processing rules (packet handling operations) in
forwarding nodes (S214 in FIG. 15).

Thereafter, a sequence of processes is performed in which
the action monitoring unit 700 of the user terminal 100B
periodically transmits action information of a user to the
control device 400, and each time action information of the
user is received, the control device 400 makes a determination
of an isolation level of the user, corrects a communication
policy based on the result thereof, creates a processing rule
(packet handling operation), and sets this in the forwarding
node. Or, the isolation level determination unit 410 of the
control device 400 may be arranged to periodically make a
request for action information of a user with respect to the
action monitoring unit 700 of a user terminal, and receive the
action information for the user.

In addition, the action information of a user may be pro-
vided to the policy management device 300 and determina-
tion performed of the communication policy of the user based
on the action information.

As described above, according to the present exemplary
embodiment, it is possible to perform control so as to only
allow access to an isolation level determined in advance in
accordance with action information such as the location at
which the user terminal exists or the time.

Descriptions have been given above of respective exem-
plary embodiments of the present disclosure, but the present
disclosure is not limited to only configurations of the above-
mentioned exemplary embodiments, and further modifica-
tions, substitutions, and adjustments may be added within a
scope that does not depart from a fundamental technical con-
cept of the present disclosure. For example, in the abovemen-
tioned first exemplary embodiment a description was given in
which the control device 400, the authentication device 330,
the policy management device 300, the communication
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policy storage unit 310, and the resource information storage
unit 320 are each provided independently, but it is also pos-
sible to use a configuration in which these are integrated or
omitted as appropriate.

In addition, in the abovementioned exemplary embodi-
ment a description was given in which access control is per-
formed by assigning a role ID to a user as shown in FIG. 3 to
FIG. 6, but it is also possible to perform access control using
auser 1D assigned for each user, an access ID such as a MAC
address, location information of a user terminal 100, or the
like.

Furthermore, in the abovementioned exemplary embodi-
ment a description was given in which the user terminal 100
performs an authentication procedure with the authentication
device 330 via the forwarding node 200, but it is also possible
to use a configuration in which the user terminal 100 com-
municates directly with the authentication device 330 to
implement an authentication procedure.

Finally, preferred modes of the present invention are sum-
marized.

(First Mode)

(Refer to the communication system according to the above-
mentioned first aspect.)

(Second Mode)

With regard to the communication system of the first mode,
the communication system is provided with a quarantine
agent that implements quarantine processing of a user termi-
nal at prescribed timing, in a user terminal, and notifies a
quarantine resultto the isolation level determination unit, unit
as the information acquisition unit.

(Third Mode)

With regard to the communication system of the second
mode, the communication system has a requirement to be
satisfied that is determined for each of the isolation levels, and
the isolation level determination unit determines an isolation
level according to whether or not the quarantine result noti-
fied from the quarantine agent unit satisfies the requirement
(Fourth Mode)

With regard to the communication system of any one of the
first to third modes, the communication system further
includes a communication policy management unit that pro-
vides a communication policy to be applied to a user for
whom authentication has succeeded, wherein accessibility
determined by the communication policy is corrected using
information defined in the isolation level information storage
unit.

(Fifth Mode)

With regard to the communication system of any one of the
first to fourth modes, in the communication system the access
control unit controls whether or not access is possible
between the user terminal and another node, based on the
determined isolation level and an isolation level of the other
node.

(Sixth Mode)

With regard to the communication system of any one of the
first to fifth modes, in the communication system the access
control unit controls the forwarding node by setting, in the
forwarding node, a processing rule (packet handling opera-
tion) that determines a matching rule matching a packet and a
process to be applied to the packet that conforms to the
matching rule.

(Seventh Mode)

With regard to the communication system of the sixth mode,
in the communication system the access control unit controls
the forwarding node so as to delete an unnecessary processing
rule (packet handling operation), and in a case of not holding
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aprocessing rule (packet handling operation) having a match-
ing rule that matches a received packet, causes the received
packet to be dropped.

(Eighth Mode)

With regard to the communication system of any one of the
first to seventh modes, in the communication system a termi-
nal access control unit that controls whether or not transmis-
sion of a packet is possible is provided in the user terminal,
and the isolation level determination unit or the access control
unit gives an instruction to inhibit transmission of a packet,
with respect to the terminal access control unit.

(Ninth Mode)

With regard to the communication system of the first mode, in
the communication system an action monitoring unit that
monitors action of'a user terminal and gives notification to the
isolation level determination unit is provided in the user ter-
minal, as the information acquisition unit.

(Tenth Mode)

With regard to the communication system of the ninth mode,
in the communication system the isolation level determina-
tion unit uses location information of a user terminal included
in the action information to determine an isolation level. It is
noted that any combination (including selection of elements
contained in any of the modes) of the modes disclosed above
can be implemented within the basic concept of the present
entire disclosure.

(Eleventh Mode)

(Refer to the control device (control apparatus) according to
the abovementioned second aspect.)

Note further modes are possible in accordance with any of the
preceding modes set forth herein.

(Twelfth Mode)

(Refer to the communication method according to the above-
mentioned third aspect.) Note further modes are possible in
accordance with any of the preceding modes set forth herein.
(Thirteenth Mode)

(Refer to the program according to the abovementioned
fourth aspect.) It is to be noted that the abovementioned
eleventh to thirteenth modes can be expanded to be applicable
to the second to tenth modes in any combination and/or selec-
tion thereof, similar to the abovementioned first mode.

It is to be noted that that each disclosure of the aforemen-
tioned patent literatures and non-patent literatures is incorpo-
rated herein in entirety thereof by reference thereto. Modifi-
cations and adjustments of exemplary embodiments are
possible within the scope of the entire disclosure (including
the scope of the claims) of the present invention, and also
based on fundamental technological concepts thereof. Fur-
thermore, a wide variety of combinations and selections of
various disclosed elements is possible within the scope of the
claims of the present invention. That is, the present invention
clearly includes every type of transformation and modifica-
tion that a person skilled in the art can realize according to the
entire disclosure including the scope of the claims and to
technological concepts thereof.

REFERENCE SIGNS LIST

11 node communication unit

12 control message processing unit

13 processing rule management unit

14 processing rule storage unit

15 forwarding node management unit

16 path-action calculation unit

17 topology management unit

18 terminal location management unit

19 communication policy management unit
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20 communication policy storage unit
100, 100A, 100B user terminal
110a information acquisition unit
110 quarantine agent unit
200, 201, 202, 203, 204 forwarding node
300 policy management device (policy management appara-
tus)
310 communication policy storage unit
320 resource information storage unit
330 authentication device (authentication apparatus)
400 control device (control apparatus)
410 isolation level determination unit
420 isolation level information storage unit
430 access control unit
500, 500A, 500B network resource
600 terminal access control unit
700 action monitoring unit

What is claimed is:

1. A communication system, comprising:

an information acquisition unit that acquires information

for determining an isolation level to which a user termi-
nal belongs, from said user terminal;

an isolation level determination unit that determines an

isolation level to which said user terminal belongs,
based on said acquired information;

an isolation level information storage unit that defines

whether or not access is possible to respective access
destinations for each isolation level;

an access control unit that causes at least one forwarding

node to implement forwarding or dropping of a packet,
in accordance with whether or not access is possible to
said respective access destinations; and
said at least one forwarding node that forwards the packet
in accordance with control of said access control unit,

wherein said access control unit controls said at least one
forwarding node closest to a terminal of a forwarding
path from said terminal to said access destinations at
least by setting, in said at least one forwarding node, a
packet handling operation that determines a matching
rule matching the packet and a process to be applied to
the packet that conforms to said matching rule.

2. The communication system according to claim 1, further
comprising a quarantine agent unit that implements quaran-
tine processing of said user terminal at a prescribed timing, in
said user terminal, and notifies a quarantine result to said
isolation level determination unit, as said information acqui-
sition unit.

3. The communication system according to claim 2,
wherein a requirement to be satisfied is determined for each of
isolation levels, and

wherein said isolation level determination unit determines

the isolation level according to whether or not the quar-
antine result notified from said quarantine agent unit
satisfies said requirement.

4. The communication system according to claim 1, further
comprising a communication policy management unit that
provides a communication policy to be applied to a user for
whom authentication has succeeded,

wherein accessibility determined by said communication

policy is corrected by using information defined in said
isolation level information storage unit.

5. The communication system according to claim 1,
wherein said access control unit controls whether or not
access is possible between said user terminal and an other
node, based on said determined isolation level and an isola-
tion level of the other node.
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6. The communication system according to claim 1,
wherein a terminal access control unit that controls whether
or not transmission of a packet is possible is provided in said
user terminal, and

wherein said isolation level determination unit or said

access control unit gives an instruction to inhibit trans-
mission of a packet, with respect to said terminal access
control unit.

7. The communication system according to claim 1,
wherein an action monitoring unit that monitors action of said
user terminal and gives notification to said isolation level
determination unit is provided in said user terminal, as said
information acquisition unit.

8. The communication system according to claim 1,
wherein the communication system sets the packet handling
operation in said at least one forwarding node in the user
terminal side on the forwarding path.

9. The communication system according to claim 1,
wherein said at least one forwarding nodes comprises a
switching device for processing the packet in accordance with
a processing rule that associates the matching rule matching
the packet and a processing content applied to the packet that
conforms to the matching rule.

10. The communication system according to claim 1,
wherein said at least one forwarding nodes comprises a
switching device for processing the packet.

11. A control apparatus, adapted to be disposed in a com-
munication system including an information acquisition unit
that acquires information for determining an isolation level to
which a user terminal belongs, from said user terminal, and at
least one forwarding node that forwards a packet in accor-
dance with control of said control apparatus, said control
apparatus comprising:

an isolation level determination unit that determines an

isolation level to which said user terminal belongs,
based on information acquired in said information
acquisition unit;

an isolation level information storage unit that defines

whether or not access is possible to respective access
destinations for each of isolation levels; and

an access control unit that causes said at least one forward-

ing node to implement forwarding or dropping of the
packet, in accordance with whether or not access is
possible to said respective access destinations,

wherein said access control unit controls said at least one

forwarding node closest to a terminal of a forwarding
path from said terminal to said access destinations at
least by setting, in said at least one forwarding node, a
packet handling operation that determines a matching
rule matching the packet and a process to be applied to
the packet that conforms to said matching rule.

12. The control apparatus according to claim 11, further
comprising a quarantine agent unit that implements quaran-
tine processing of said user terminal at a prescribed timing, in
said user terminal, and notifies a quarantine result to said
isolation level determination unit, as said information acqui-
sition unit.

13. The control apparatus according to claim 12, wherein a
requirement to be satisfied is determined for each of'isolation
levels, and

wherein said isolation level determination unit determines

an isolation level according to whether or not a quaran-
tine result notified from said quarantine agent unit sat-
isfies said requirement.

14. The control apparatus according to claim 11, further
comprising a communication policy management unit that
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provides a communication policy to be applied to a user for
whom authentication has succeeded,

wherein accessibility determined by said communication
policy is corrected by using information defined in said
isolation level information storage unit.

15. The control apparatus according to claim 11, wherein
said access control unit controls whether or not access is
possible between said user terminal and an other node, based
on said determined isolation level and an isolation level of the
other node.

16. The control apparatus according to claim 11, wherein a
terminal access control unit that controls whether or not trans-
mission of a packet is possible is provided in said user termi-
nal, and

wherein said isolation level determination unit or said
access control unit gives an instruction to inhibit trans-
mission of a packet, with respect to said terminal access
control unit.

17. The control apparatus according to claim 11, wherein
an action monitoring unit that monitors action of a user ter-
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minal and gives notification to said isolation level determina-
tion unit is provided in said user terminal, as said information
acquisition unit.
18. A communication method, comprising:
acquiring information for determining an isolation level to
which a user terminal belongs, from said user terminal;
determining an isolation level to which said user terminal
belongs, based on said acquired information;
referring to isolation level information defining whether or
not access is possible to respective access destinations,
for each of isolation levels, and causing at least one
forwarding node to implement forwarding or dropping
of a packet, in accordance with whether or not access is
possible to said respective access destinations; and
controlling said at least one forwarding node closest to a
terminal of a forwarding path from said terminal to said
access destinations at least by setting, in said at least one
forwarding node, a packet handling operation that deter-
mines a matching rule matching the packet and a process
to be applied to the packet that conforms to said match-
ing rule.



